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Catastrophic risk represents the individual risk which endangers a relatively large number of people or 

property, at the same time posing a threat to insurer’s financial strength. Natural disasters often incur 

technological risks and damages to power plants. However, new technologies inevitably pose new risks for 

insurance companies. The worst disasters are combinations of events, where the primary disaster causes 

ensuing disasters to happen. All consequences jointly lead to the accumulation of different influences, 

especially regarding energy sector complexity. 

 

 

1. CATASTROPHIC RISKS 
 

 

The population growth in areas exposed to catastrophic risks, as well as the increase in extreme weather 

events, and rapid, prone to disasters, economic development, additionally increases the number of casualties 

and economic losses occurring as their result. According to MunichRe, members of the European Union 

suffered a total loss of 21 billion Euros in 2013, which is equivalent to 0.14% of GDP, while the expected 

annual losses are likely to triple up to 0.4% of GDP by the end of the century. In this context, special 

attention of all the participants is paid to the identification of catastrophic risk, their analysis and 

management.                                                                                                                                                                                                                                        

 

The European Commission has classified catastrophic risks into two main groups. The first group comprises 

natural disasters risks, which have been further classified into subgroups based on the highest frequency with 

which they occur in the territory of the EU (floods, bad weather conditions, pandemic / epidemic, forest fires 

and earthquakes). The second group consists of risks caused by human carelessness or negligence, or by 

intention, resulting in failures and mishaps happening in the vicinity of industrial systems and settlements. 

They are also called technological risks. 

 

Nat Cat Risks   Technological Risks  

Floods Industrial accidents  

Severe weather     Nuclear/radiological accidents 

Pandemics/epidemics      Transport accidents 

Livestock epidemics   Cyber attacks 

Wild/Forest fires   Terrorist attacks 

Earthquakes   Loss of critical infrastructure 

 Landslides   Public disorder 

Droughts   Marine/coastal pollution 

Space weather   Water/food contamination 

Volcanic eruptions   CBRN attacks 

Harmful organisms   Refugees/unmanaged migration 

Tsunamis   Environmental pollution 

   

Natural Catastrophic risks 
 

The term natural disaster refers to an event caused by the action of natural forces. Such an event generally 

results in a large number of individual losses and includes a large number of insurance policies. The extent of 

the damage, as a result of a disaster, depends not only on the strength of natural forces action, but also on 

other factors such as building constructions, design or the efficiency of disaster control in this region, the 

result of which could be financial, environmental and human losses. Natural disasters are divided into the 

following categories: floods, storms, earthquakes, droughts/forest fires/heat waves, cold waves/frost, hail, 

tsunami and others. 

 



The number of floods and serious rainfall in Europe has increased in recent years. Current EU projections 

indicate that the risk arising from storms in Europe would also increase as a result of climate changes. So far, 

there have been no systematic risk assessments of drought at the European level. 

 

Natural disasters often act as a trigger for technological risks and damages. The damage done to chemical 

plants or oil and gas pipelines, inter alia, causes the release of hazardous substances. These events are called 

Natech accident. Currently, there is little knowledge about the dynamics of Natech accidents and the 

situation is aggravated due to the expected increase of the Natech risk, due to the development of society, 

climate changes etc. 

 

The classification of catastrophic risks into groups and their subgroups is mainly standardized; however, 

there is different classification methodologies applied to catastrophic damages. The event qualifies as a 

disaster if it matches at least one of the following criteria
1
: 

• 10 or more people lost their lives 

• 100 or more people reported to be a effected by catastrophic effects 

• the announcement of a state of emergency 

• Appeal for an international assistance 

 

There are different methods of evaluating and combining various risks, that is, their mutual influence. Risks 

arising from the influence of various hazards can be combined and compared graphically. The overall risk 

can be represented by a simple formula: 

Ptot= 1 - Π (1 – Pi)    

 

Ptot is total annual likelihood of deviation from a given risk (expressed in euros),  

Pi is the likelihood of deviation from a given risk i (Figure 1 shows the risks of earthquakes, storms and 

floods). 

 

Figure 1 Individual risk curves for the three main Nat Cat dangers
 

 
 
Source: MATRIX project, http://matrix.gpi.kit.edu 

 

It may be noted on Figure 1 that the all 3 risks distribution curve is very similar to the one of combinations of 

floods and storms risks. The reason for that is that there are dominant risks with high likelihood and a 

smaller extent of damage. Looking at the curve with risks of 100 million euros of damage, we can notice that 

the probability of the combined curves has now increased significantly, i.e. the probability of such damages 

                                                             
1 EMDAT Database contains data for more than 18.000 disasters from 1900. till today 



has risen from 15 to 35% in 50 years in relation to individual risk, while on the overall curve, the difference 

is even more noticeable, about 75% in 50 years. 

 

Figure 2 Matrix combination of risk 

 
 
Source: Matrix Report, New Multi-Hazard and Multi-Risk Assessment Methods for Europe. European Commission’s 

Seventh Framework Program [FP7/2007-2013], pp.8. 

 

Identified risks can be assessed and mapped through matrix risk, for the purpose of monitoring and reducing 

risks. The matrix, 5x5 in size (Figure 2), observes the incidence and impact of the risk, as well as the effect 

related risk types have. This matrix provides an example of 3 risks (earthquakes, floods and storms) with 

approximate loss of 100 million euros. The result of the combination of these three risks is shown with a 

black circle. Another point to be mentioned is that the overall risk increases if it moves to the right hand side, 

namely from "Quite likely" to "Likely". What the matrix also can provide is the information which risks 

needs to be further closely monitored with particular attention and detailed analysis, according to the zone in 

which it is located in the matrix. 

 

In most European countries, insurance against natural disasters risk is sold on a voluntary basis alongside 

with a basic insurance or as optional. In Romania, flood and earthquake insurance is mandatory, while in the 

Netherlands it is not possible to be insured against floods and earthquakes, so in the case of these risks the 

government takes responsibility for the claims compensation for the damages on ex post basis. For countries 

with high exposure to these risks, such as Belgium, France and Estonia, there are insurance packages 

covering Nat Cat risks. Limits and insured participation in damage also vary from country to country. These 

are mostly fixed amounts or a certain percentage of the insured sum. The insurance premium is very 

heterogeneous and may be based on a risk basis or flat pricing. 

 

The role of the state is also variable, depending of each country’s individual policy. In some countries, the 

state is included in the ex-ante planning, while in others it only provides the financial means for ex-post 

compensation. Special funds that cover a certain part of the damage are very common. However, in the last 

few years, there have been some evident changes in this area, and the government is acquiring a greater role 

as far as Nat Cat risk is concerned. 

 

Generally speaking, the intervention in terms of Nat Cat risks has three main forms: 

1. Prevention - reduction of likelihood and impact of Nat Cat (e.g. through setting up of embankments, 

construction and maintenance of flood control infrastructure, etc.), raising the awareness of citizens. 

2. Insurance - regulation of private companies providing Nat Cat insurance, clear terms and conditions 

of this insurance, etc. 

3. The role of Government - support for the casualties, the restoration of public services, the creation of 

special funds, soft loans for the vulnerable and so on. 



 

Technological risks 
 

Industrial accidents - significant quantities of hazardous materials are processed or stored in industrial 

facilities which constitute the main source of risks of industrial damage to human population as well as 

environment. Substances can be considered hazardous if they pose a risk to human health (such as acute 

toxic substances), if they involve physical hazards (e.g. explosive, highly flammable substances) or the 

hazard to environment. It is very important to determine how to handle such substances, and to provide 

relevant information and maps that illustrate the possible consequences of any accident that may occur in 

industrial facilities. Frequent incidents with hazardous substances in chemical plants, petrochemical and oil 

refinery; indicate the need for better and more efficient control. Prevention should aim not only to prevent 

major catastrophes from happening, as it was the case with the fire in a warehouse at the Buncefield Oil (UK, 

2005) or ammonium nitrate explosion in Toulouse (France, 2001), but also to prevent those minor ones 

threatening the security of the community, workplaces safety and a clean and healthy environment. 

 

Nuclear/radiological accidents are characterized by low probability of occurrence and significant 

consequences to human, economic and environmental aspects. Due to the serious effects any nuclear 

accident can have, nuclear power plants are subject to strict security controls and the authorities have to take 

strict prevention measures as well as measures which could alleviate the consequences in question. After the 

accident at the Fukushima reactor (Japan) in 2011, it was agreed that all nuclear power plants in the EU had 

to be reviewed by independent bodies and undergo a comprehensive and transparent risk and safety 

assessment, or 'stress tests'. Stress tests (2011-12) were done for the effects of earthquakes and floods as 

well. Currently in the EU there are 131 nuclear reactors. 

 

Critical infrastructure loss is specifically identified as the cascade effect resulting from the majority of other 

risks. Also, there is an additional risk not only of direct malicious but also non-malicious interference in the 

regular operation of the critical infrastructure. Effects resulting from the losses of critical infrastructure are as 

follows: the disruption or complete failure of delivery of basic services, such as supply of energy, water, 

food, communications, health services and emergency services, transportation and finance. Consequences 

citizens can suffer, arising from disruptions or termination of any of these basic services, depend on the 

duration of interruptions, time of year and the way authorities react to them. In 2006, a major disruption of 

the electricity supply within Europe affected 15 million households in just about two hours. The initial cause 

was a routine shutdown of a transmission line in Germany so as to enable a boat to pass under the power 

lines. However, the lack of communication between the operators and the unexpected load resulted in a 

breakdown of the key interconnector. In a few seconds, electric blackout spread across Europe, including 

Poland, the Benelux countries, France, Portugal, Spain, Greece and the Balkans. 

 

Macro Catastrophic Risks 
 

There are many other extreme events, in addition to natural disasters that constitute a risk of the loss at a 

global level. These catastrophic risks are yet to be studied in greater detail as science has made not sufficient 

progress in their examination. In recent years, however, there have been a series of events that were very 

destructive on a global level, caused by the volcanic ash cloud, epidemics, social unrest, cyber-attacks, as 

well as a wide range of other geopolitical, technological, financial, and other events that have influenced the 

environment and economy. Like with any new type of event, the society does not respond promptly enough 

in identifying hazards and, consequently, determining new security measures. 

 

It could be inferred that globalization of the economy is a real driving force of these phenomena as well as 

frequent adverse events. Companies which, only a decade earlier, operated in the regional market and were 

familiar with the processes of a localized labor markets, have started to carry out business activities in 

hundreds of cities all around the world, relying on road and communication infrastructure in the global 

system. This connectivity makes business operating systems vulnerable in a very different way than it was 

the case with the physical infrastructure of regional companies in the past. Many macro catastrophic risks are 

systematic in nature. They have the potential of affecting not only a singular company, but also its associated 

business partners, in many parts of the economic system at the same time. The systematic nature of these 

macro threats makes it more complicated for insurance companies. Traditionally, insurance companies 

manage their risk within a large number of different business lines. Risks are classified and the insurance 



company manages them on the assumption that they are greatly independent. Some macro-disasters can 

cause systematic losses in many business lines of insurance, causing financial market crisis, in which the 

insurer suffers losses in its investment portfolio as well as due to and increased influx of claims. Insurers and 

global corporations have a vested interest to examine the macro catastrophic risks in order to effectively 

diversify and manage risks. Following macro catastrophic risks can be identified: 

1. Emerging Risks - cause potential extreme losses gradually becoming more serious and intense, either 

because the mere threat is growing, or because the society’ vulnerability to the risk is increased. (e.g. 

cyber risks, climate change, pandemics originated from laboratory conditions) 

2. Cascade or associated risks - One type of hazardous events leads up to the second type, which causes 

more extreme events to happen. (large earthquake caused tsunami that triggered a nuclear breakdown)  

3. Networked risks - An event that causes loss in several business lines of insurance, or causes loss at 

unexpected places, or in more geographic markets due to an interconnection of business relations 

(floods in Thailand caused the losses to the US through the business interruption risk). 

4. Systematic risk/Exogenous and endogenous risks - The term systematic risk is often used in financial 

risks management and denotes the event which may cause the ensuing effect taking place throughout 

the whole financial system (real estate bubble).  

5. Black Swans/Identified - unidentified risks – Less likely and surprising strategic events beyond 

normal expectations. They are characterized by difficulties in predicting of phenomena due to the 

certain preconditions (e.g. disintegration of the USSR).  

6. Dragon King Event - An event that was realized on a larger scale than expected (9 / 11 terrorist 

attack).  

7. Risks that cannot be modeled/Pear - Shaped Phenomena - The insurance industry uses this term for 

risks that are insufficiently explored and located below the margin of interest insurance community, 

but can cause significant losses. Risks with low likelihood but high consequences. These risks are 

predictable and are subject to risk analysis (volcanic eruption with clouds of dust, meteor shower). 

 

Catastrophic risks management 
 

Routine practice in risk management is to prepare clear scenarios. They are used to develop the "elasticity" 

of the systems that are being managed. The scenario certainly cannot and will not accurately predict the 

actual following crises, thus the choice of the scenario represents a kind of exercise in avoiding ad hoc ones. 

It is commonly stated that the future crisis events are unpredictable, and that the complexity of catastrophic 

events and disturbances taking place are too coincidental and with so many potential future permutations to 

be considered. Stress test scenarios are frequently used method to research the risk effects and management. 

Stress tests can improve the resistance to different types of damaging events. In the selection of scenarios for 

various individual threats, it is important that they are comparable and standardized on the basis of the same 

probability of occurrence. Probabilistic catastrophic models and stochastic - mathematical modeling are used 

for this purpose. 

 

Very small likelihood of events taking place requires a thorough theoretical grasp, in the absence of 

statistical data and historical observations. There are a finite number of basic causes of macro- disaster 

causes. Almost all macro-catastrophic risks have caused the process that took place earlier, but usually in a 

different form, on another location, so there is rarely such thing as unprecedented disaster. There are hardly 

any incidents resulting from an entirely new phenomenon. The characteristics of any macro catastrophic 

event are that it is different and unique in terms of location, as well as the set of circumstances proving 

pivotal at the time, then technology and resources used in this period of history.  

 

Current catastrophic risk models generation is focused on a specific geographical area and mainly on the 

direct losses which could be inflicted upon the region in question. There are extreme events that can cause 

indirect losses and the consequent impact on business systems, and even cause the exposure far away from 

the geographic areas affected by the events (disturbances in business operations, supply chains, trade 

relations, communication, etc.). New models are being developed in order to assess the risks and the effects 

they can have on a global level. A holistic description of potential threats is essential to the creation and 

understanding of new generation of models.  

 

The Center for risk studies at the University of Cambridge identified different categories of macro 

catastrophic threats in its study (Figure 3), which were then each subclassified into subtypes, with between 



three and six types in each category. The worst catastrophes are the combinations of events, where the 

primary catastrophe causes the next one that ensues. The escalation, that is, the cumulative effect of their 

consequences could be even worse than if they happened separately. By way of example, in Japan in the city 

of Tohoku, a catastrophe that took place in March 2011- the earthquake caused a tsunami as high as 20 

meters, produced an even more serious accident in the nuclear plant - INES grade 7. 

 

Figure 3 Macro catastrophic risks matrix 
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1 Financial Shock 4 3 2 2 1 1 1 1 1 2 1 1 

2 Trade Dispute 3 4 2 3 1 1 1 1 1 1 1 1 

3 
Geopolitical 

Conflict 3 2 4 3 1 1 1 1 1 2 1 1 

4 
Political 

Violence 2 2 3 4 0 0 0 3 3 2 1 1 

5 Nat Cat 2 2 2 1 4 2 3 3 2 2 1 1 

6 Climatic Cat 3 2 3 2 3 4 3 2 2 3 1 1 

7 
Environmental 

Cat 3 2 2 2 3 3 4 2 2 2 1 1 

8 TechCat 2 2 2 2 2 2 0 4 1 1 1 1 

9 
Disease 

outbreak 3 2 1 1 1 1 1 2 4 2 1 1 

10 
Humanitarian 

crisis 2 2 3 3 1 1 1 1 2 4 1 1 

11 Externality 3 2 2 1 3 3 3 3 2 2 1 1 

 

0 The two threat types are uncorrelated, and if they occurred coincidentally, their consequences would be broadly 

the same as if they occurred independently  

1 No mechanism for this threat to directly cause an event of the second type, but the consequences of a 

coincidental second event shortly afterwards would be made significantly worse, for example because resources 

would be already committed and abilities to respond and contain would be weakened  

2 There is some potential for an event to contribute to the causal mechanisms that would trigger the occurrence of 

an event of the second type  

3 An event of this type potentially can directly trigger an event of the second type  

4 
An event of this type potentially can directly trigger another sub-category of threat within the same threat 

category  

 
Source: Coburn A, et al, (2013) Taxonomy of Threats for Macro-Catastrophe Risk Management, Working Paper 

201307.20 Centre for Risk Studies, Cambridge University, page 13. 

 

What have been determined is the criteria used for the qualification of the threat type, so if an accident like 

that had happened within the last 1,000 years, it could have been anticipated with the annual likelihood 

greater than 1 % and the effects within a year beneath at least one of the following trashes: 

- Human tolls: more than 1,000 people were killed or injured, while more than 5,000 people were 

seriously diseased.  

- Disruption: as far as great regions or certain international business process are concerned, normal 

business routes and channels were disrupted for more than 7 days; 

- Cost: physically destroyed property and infrastructure costs 10 billion US dollars to be replaced- or a 

similar extent and level of property value loss; 

- Economic impact: at least one country loses at least 1% of its GDP.  



 

The insurance industry recognizes the change and the requirements for the protection against macro 

catastrophic threats, such as cyber risks, business interruption due to the occurrence of pandemic or potential 

business interruption due to accumulated threats. Some catastrophic risks are not easy to identify and include 

in traditional insurance products. However, there is a potential for new classes of insurance, as well as a new 

approach to product design, which may arise from the risks that are interrelated among themselves and 

dependent on modern operating systems.  

 

 

2. THERMAL POWER PLANTS’ INFLUENCE ON INCREASING THE RISK OF 

NATURAL DISASTERS 
 

 

Exploitation of thermal power plants has resulted in emission and immission, with the disposal of waste 

products into the air, water and land. The collateral damage of that is the reduction of environmental quality 

and increasing the participation of short-term and long-term impacts of pollutant discharges. Especially 

energetics has a dominant impact on the environment. In particular, the current problem is global warming, 

where thermal energy contributes by enormous quantities of CO2. Carbon dioxide, the most common gas in 

the atmosphere, is 1.5 times heavier than air. Therefore, the CO2 released into air, is concentrate at lower 

altitudes. His emissions are a consequence of energy transformation, where during burning of fossil fuels; 

chemical energy is converted into heat. It can later be used directly as heat or for electrical power production, 

or for transportation, where the chemical energy of the fuel is converted into a mechanical energy. 

 

Thermal power plants are power plants that obtain energy by burning fuel, and their major application is the 

production of steam that will run the turbine, and then the electrical power generators. It is a plant in which 

chemical or nuclear fuels (coal, oil, gas, uranium) is converted into a thermal energy, and by the turbine is 

converted into mechanical, which is used to run a generator of electricity. Thermal power plants affect the 

environment with pollutant emissions - gaseous and solid combustion products and waste heat. With more 

than 1600 GW of installed generation capacity in 2010 according to International Energy Agency (IEA) 

analyses the global coal-fired power plant fleet accounts for more than 8.5 Giga tons of carbon dioxide 

emissions each year. This represents roughly one-quarter of the world's anthropogenic CO2 missions. Without 

further action to mitigate the effects of growing unabated coal- fired power generation capacity, this 

represents massive threat to the global climate. 

 

The climate of the Earth is constantly changing. The term climate change is often used only for changes that 

occurred as a result of human activity. Climate changes on Earth are the consequences: 

- External influence such as variations in its orbit around the sun, 

- Volcanic eruptions and 

- Concentrations of gases in the atmosphere with greenhouse effect. 

 

The term global warming is often present in public with the meaning of increasing of the average 

temperature, which effects are visible every day. Global warming is currently resulting in a rise of the 

average and maximum summer temperatures, more frequent droughts and forest fires in the northern 

hemisphere and more frequent flooding in the southern hemisphere, as well as frequent hurricanes, typhoons, 

tropical storms and tsunamis. 

 

Renewable energy sources are the energy resources that are used to produce electricity or heat, or any useful 

work, and whose reserves are constant or cyclically renewed. Renewable energy sources provide significant 

potential for the future, but currently have very limited opportunities and energy obtained from their 

utilization is more expensive. Therefore it will take some time before it comes to the important utilization of 

these energy sources. Development of renewable energy sources, particularly from wind, water, solar and 

biomass is important for several reasons. First, renewable energy sources have a very important role in 

reducing CO2 emissions into the atmosphere. Second, increasing the share of renewable energy sources a 

country increases energy system sustainability and reduces dependence on imports of raw materials and 

electric energy. Third, it is expected that these energy sources will become economically competitive with 

conventional energy sources. 

 



Insurance companies in western countries struggle to cancel the impact of power plants that increase the risk 

of natural disasters. Swedish state power company, Vattenfall, and the Swedish private insurance company, 

Skandia, are jointly investing almost 264 million US dollars to build four wind farms in Sweden with a total 

output of 141 MW. The deal marks the first time that a Sweden insurance company is directly financing the 

construction of new wind power capacity in Sweden. The two sides will have an equal ownership 

participation in joint company. The four wind power projects are called Hjuleberg, Hoge Vag, Juktan and 

Hogabjar-Kars-s. Hjuleberg is already in operation; it is handed over and joined the Vattenfall/Skandia 

Company on 1st of January 2015. The other wind farms are being built by Vattenfall and will be handed over 

in early 2016. 

 

 

3. DETERMINATION OF PREMIUMS BY RELIABILITY ANALYSIS 
 

 

When analyzing the insurance risk of large systems such as thermal or nuclear power plants, one of the 

important parameters is the reliability of the system. By the reliability of a system, we mean the probability 

that it functions as intended. Usually the system is observed for a specified period of time (for instance, one 

year) and under specified conditions (for instance, without sabotage). 

 

The analysis is based on the modeling of reliability of individual system components. Fatigue of components 

is getting cumulated, so repeated or cyclic stress after a while will lead to cancellation of the studied 

components and the whole system will cease to function. In the model, the system is subject to load cycles 

(or shocks) with random magnitude A(i) and intershock times B(i). In the actuarial mathematics, A(i) denotes 

the claim size of the ith claim, whereas the B(i) denotes interclaim times. In this case, they study the time 

until the first run of k consecutive critical claims and the maximum claim size during this time period.  

 

Reliability analysis is very useful in determining the amount of the premium for the risks that arise on the 

basis of rare events and are associated with large technological systems. It is a characteristic of systems that 

they consist of components being put together in a more or less complex way. Assume the system consists of 

n components and introduce the following random variables Xi(t) for i = 1, ... , n, whose values are defined 

as follows: 

Xi (t) = 1 if the ith component functions at t (1)  

Xi (t) = 0 otherwise,  

 

Let X(t) = (X1(t), ... , Xn(t)). The state of the system is now uniquely determined from X(t) by: 

ϕ(X(t)) = 1 if the system functions at t 

ϕ(X(t)) = 0 otherwise 

 

ϕ(.) is called the structure function. 

 

As an illustration, consider a main power supply system of a nuclear power plant given in this Figure 4.  

 

Figure 4 Main power supply system of a nuclear power plant 

 

 
 

Source: Teugels J. Sundt B. (2004), Encyclopedia of Actuarial Science, Wiley, page 3139 

 



The system consists of two main branches in parallel providing power supply to the nuclear power plant. The 

system is working if and only if there is at least one connection between S and T. The components of the 

system are: 

1- Off-site power from the electricity grid  

2, 3 - Transformers  

4, 5 and 7 - Cables and switches 

6 - An on-site emergency diesel generator. 

 

It is not too hard to be convinced that the structure function of the system is given by: 

 
 

Now let (i = 1, ... , n):  

  
 

which is called the reliability of the ith component at time t. The reliability of the system at time t is similarly 

given by: 

 
  

If especially X1(t), ... , Xn(t) are stochastically independent, introducing p(t) = (p1(t), ... , pn(t)) we get a 

following equation: 

hϕ(t) = hϕ(p(t)) 

 

Now the reliability of the whole system, based on previous four equalities, can be summarized as follows:  

 
 

If X1(t), ... , Xin(t) are stochastically dependent, hϕ(t) will also depend on how the components function 

simultaneously. In this case, if only information on p(t) is available, one is just able to obtain upper and lower 

bounds for hϕ(t). Dependencies between component states may be, for instance, due to a common 

environment. 

 

Analyzing the reliability of assessment of technological systems functioning is complicated, but feasible. 

Experience from several major nuclear disaster, such as Three Mile Island in 1979 and Chernobyl in 1984, 

teaches us that the unreliability of human factors contributed to the disaster more than problems with 

technology. Until now systems have often been designed with high reliability of technological components, 

whereas the human components operating and inspecting these are rather unreliable. By making less 

sophisticated technological components, which can be operated and inspected by the human components 

with high reliability, a substantial improvement of overall system reliability can be achieved. Another 

method is the introduction of software for management and monitoring hardware, which increases reliability, 

but further complicates the analysis of reliability, because software also should be evaluated. 

 

To increase the reliability of the system, there are two approaches. In first case weakest link should be 

finding and this component should somehow be improved. The second approach improves a component 

whose termination of work contributes most to the shortening of the expected duration of the whole system. 

The first approach reduces the risk of incident, while the second approach improves the life expectancy of 

the system. 

 

The Chernobyl catastrophe has provided new data on the performance of components and the whole system 



of nuclear power plants. Before that, the characteristics of components and systems are analyzed on the basis 

of engineering assessment of technological components and psychological assessments of employees, which 

led to subjective probabilities and Bayesian statistics. The starting point of Bayesian approach in determining 

the reliability of the system is the use of expert experience and assessment of the reliability of each 

component of the system. This information is updated using experiments and based on data from real 

incident. Then, based on the reliability of components we can define reliability of the whole system, which is 

also modified on the basis of engineering opinions and updated based on data from experiments and actual 

incidents. Recently, Bayesian hierarchical model is used together with Markov Chains Monte Carlo method. 

The main problem of this method of reliability assessment is in the selection of experts which give their 

opinion on the reliability of components, due to the high level of subjectivity of opinions in the field of 

energetics. 

 

Finally, we should mention the following challenges that arise during the reliability analysis of large 

technological systems such as power plants:  

- Lack of knowledge on the functioning of the system and its components,  

- Lack of relevant data,  

- Lack of knowledge on the reliability of the human factor,  

- Lack of knowledge on the quality of the software that manages the components,  

- Lack of understanding of dependencies between the components. 

Even when these obstacles make it difficult to estimate the reliability of large systems, analyzing reliability 

will always improve risk management and safety systems. 

 

 

4. DETERMINATION OF DISASTER RISKS  
 

 

Analysis of potential losses from major disasters, that occur rarely, is very important for both insurers and 

reinsurers. Even with the achievements and developments of today's technology, it is still a difficult task for 

insurance companies. Certain risks frequency is necessary to determine the probability of its future 

achievements. Catastrophic risk represents an individual danger that can threaten relatively large number of 

people or property, at the same time threatening insurer’s financial strength.  

 

For the modelling of natural disasters, it is used a specialized computer tools, in order to stochastically 

simulate a damage, which can occur in reality. There are four groups of data which must be included in the 

model: 

- Hazard: where, how often and with what intensity adverse events occurred? 

- Vulnerability: what is the damage caused by an event? 

- Exposure: where are different types of insured objects and what are their values? 

- Insurance conditions: what proportion of the damage is insured? 

This approach can be applied to all kinds of risks that lead to natural disasters: earthquakes, storms, floods, 

etc. 

 

In underwriting process in the insurance company, the size of the facility and the power company's risk 

management and claims record will be the obvious first steps. The insurer will also consider the previous 

year's premium, the insurance principles and the administration costs of providing the insurance policy. 

Specialist teams within insurance companies assess the likelihood and potential cost of a loss. The exposure 

to natural catastrophes such as earthquakes, tsunamis and windstorms are also taken into account. The role 

of actuaries has become central in the pricing process for all lines of insurance business especially in this 

line.  

 

When a broker approaches an insurer for a premium quote, the broker will know from experience whether 

the quote represents a margin of error, as well as how the price compares to other companies and whether an 

insurer is financially robust enough to pay the claim without complications or delays. An effective broker 

will find the best solution for all parties concerned, saving time and costs.  

 

New technologies inevitably present new risks for insurers, developers and engineers to tackle jointly. But 

there are also a number of developing risks which continually change the risk landscape when insurers are 



evaluating power industry risks. Another interesting emerging risk, the risk of cyber-attack, has already 

impacted power stations, particularly in Iran. The Stuxnet computer virus is thought to have temporarily 

disabled nuclear processing plants in Iran. It shows the danger to power plants from malicious software. 

Therefore present computer controls at power plants are involved in the monitoring rather than the 

functioning of hardware. But power machinery will soon be automated and computerized to improve 

efficiency, potentially putting power generation at risk from computer viruses. At present, insurers do not 

cover damage or losses caused by computer viruses because all policies have what is known “cyber 

exclusion”. Insurers have no reason to insure against this risk since there is little demand for it, but it is 

expected in the future, as technology improves, it will become a more relevant issue. 
 

 

5. CASE STUDY: TENT 
 

 

What has been recorded is unprecedented rainfall: from 12
th
 to 18

th
 of May 2014 between 50 and 100 l/m

3
 of 

rain fell in the greatest part of the country, while 170 – 220 fell in Western Serbia and more than 300 in 

Valjevo region. Needless to say, these enormous quantities of downfall caused the water level of some 

streams and rivers to rise to extreme heights, which led to the occurrence of catastrophic floods of Biblical 

proportions.  

 

Flash floods are totally predictable. As far as Obrenovac is concerned it could have been done at least six 

hours beforehand2. When more than 50 liter per square meter of rain falls down, what happens is a disastrous 

effect of a flash flooding, and when the rain of such intensity keeps falling down on the earth, it causes a 

catastrophic flash flood to happen. A devastating flash flooding wave, so called “torrential crest”, appeared 

in the upper parts of the Kolubara, Ubaca and Tamnava’s rivers’ courses. The crests of Kolubara’s tributaries 

destroyed the embankment and then jointly continued in the downstream direction. Within the framework of 

our national strategy for the protection and saving in emergency situations it is stipulated that “Flash floods 

belong to a category of predictable happenings which start suddenly and are short-lived, leaving behind 

ruins. The only way to alleviate the damage is to organize a timely announcement of possible flash floods 

and removal of the people concerned alongside with movable property out of the flash flood’s way.” 

 

According to the data provided by the Republic Hydrometeorological Institute of Serbia, the Kolubara had 

started to rise during the night of 13
th
 to 14

th
 of May, and continued doing so till the midnight of 15

th
 of May, 

during which time it had risen by 7 meters at the measuring station Beli Brod near Lajkovac. A more 

dramatic data concerns the enormous water flow, namely it has increased it rate as many as 11 times - from 

84.5 to 932 m
3
/s, as registered on 15

th
 of May in the morning.   

 

At first, the work of Thermo Power Plant Nikola Tesla (TENT) was jeopardized by floods in the open pit 

Kolubara and then the penetration of water into Obrenovac. TENT management had not been warned before 

that there was a potential danger to TENT or that he was supposed to mobilize the protection against the 

flood on TENT’s premises. How much the floods could have cost TENT itself, or the citizens of Serbia, can 

be observed through The Director of this nationally significant institution Ponocko’s own statement that he 

himself made a decision to switch off block A1 in TENT A. He made that decision in the moment when 

water level was 10 centimeters until short circuit in electrical substation. Small wave only was enough to 

jeopardize important turbine in Block A1, which would be destroyed in case of short circuit. Price of new 

turbine is about 30 million euro and delivery time is 2 years.  

 

Danger was even bigger that it realized. Two events prevented greater flood by chance and saved Obrenovac 

and TENT from much bigger catastrophe. The first is bad quality of embankments in Croatia and Bosnia 

which led to big floods there from the Sava. That is way a lot of water did not reach Obrenovac. The second 

is water from the Kolubara broke through opposite embankment from Obrenovac and gone in the Sava. 

 

Defense from flash flood must be permanent and organized on different way. Only tools for it are high 

quality embankment and special lakes designed to accept water which comes from river during high level of 

                                                             
2
 Department of Erosion and Torrent Control at the Institute Jaroslav Cerni for the Development of Water Resources 



water. Such lake Paljuvi-Viš was designed to protect the biggest coal mind in Serbia, but it was not 

successful. When river has high level, water fill the lake, and further go through tunnel in another river. 

There is some cover system on tunnel, and it should be always partially open to prevent water to stay in the 

lake. Until 2005 special lake Paljuvi-Viš was always almost empty. Now, cover system on tunnel is 

destroyed, mechanism is rusty, equipment for opening cover moved and tunnel closed. Fishermen closed 

tunnel to better catch fishes in the lake. 

 

240 million m3 water came in open pit Tamnava – Western Field from the Kolubara and its tributaries Peštan 

and Kladnica and from Lake Paljuvi-Viš. The defense system of Kolubara open pit mines, failed not only in 

the case of Lake Paljuvi-Viš. Either protective dike on the Kolubara did not stop the water torrent, even 

though the levees around power plants were reinforced with 20,000 sandbags. The protection level of 

Kolubara riverbed was designed for the centennial water with reserve for thousand year’s level of the water. 

Hydrological planners calculated that a large water of a thousand years period has a flow of 940 m
3
/s. 

Nevertheless, embankments at Kolubara didn’t withstand slightly higher maximum flow of 954 m3/s. 

 

Damages 
 

The most important open pits mines Tamnava - West Field and Veliki Crljeni, where two thirds of the 

Kolubara lignite is being exploited have suffered the greatest damage. Partially were flooded the oldest 

active excavation sites Field B and Field D. The importance of Kolubara basin is supported by the fact 

Kolubara’s lignite covers slightly more than 50 percent of electricity power plants in Serbia. There was also 

a fire in TENT when fuse broke circuit, and a certain part of the rescue teams was directed to repair the 

problem from the air, because the fire could not be extinguished from the ground.  

 

105 million euros are needed in order to repair the direct damage inflicted by the floods in Kolubara. Indirect 

damage is measured by daily price of electrical power imports. Based on the data of Elektroprivreda Serbia, 

from 15
th
 of May to 15

th
 of September 2014, for the import of electricity, it was spent about 47.4 million 

euros, which is an average of about 385,000 euros per day. Total cost of electrical energy import, which will 

cover the difference between production and consumption, is about 180 million euros. A sum of 23 million 

euros was allocated for pumping out the largest Kolubara open pit. 

 

An interesting detail is that after years of insurance against flood that Kolubara open pit had, on 1st of March 

2012 the risk of flooding as a natural disaster was removed out from the insurance policy, so that submerged 

dredges worth 70 million euros were not insured. 


